


Exercise 1 : Process Instruction Execution

↳ * Registers ¥sEki]GFtEA V

* Process Instruction set CEE#IF) ✓

* Instruction Execution cycle ✓

* Interrupt Its context switch left'I2£z%G Instruction cycle ✓

* Function call c ,
V

* the to ¥77 Assignment IEEE

Register : High Saeed memory

For Addressing :

MAR CM emory Address Register) : Holds the mommy location of data that needs to be accessed
- -

NDRCMemory Data Register) : Holds data that is being transferred or from memory
-

IT ( Instruction winter a.k.a 3C Cerogram counted ) : Holds the memory address of the instruction
-

to be executed next

(IR (Current Instruction Register a.k.a IRC instruction register) ) : Holds the memory address of the instruction
-

r pthat isbeingexecutedsordecorded-IS.at(stack 30inter) : Pointer to the top of the stack Cf¥GfG¥e 'T L#¥¥tdf Stock
↳ ¥ Ft -T II.I KIEF "

stack "
,
EEE To stack '¥A¥EiTk txt, FL

¥-4,4. Tjtxsstack # Et , stack winter Fu↳ stack frame # If'gk↳f¥z- T function call

fizzy#Ef After'T , FEE TIX ( ⇐ FED IGF stack Laf { return address
,
return value ,

Zarameters , local variables }
,

-TL#FIT

BT (Base pointer) : Hints to the last closed stack frame / He call REFS'T function , ESTY, FAT function
-

↳ EBT ( base pointer ,4EJ¥¥y4EGfH¥¥ ,
'ETEB7¥¥ Halfa 'T stack frame CIE'RE)

taffeta '¥eI -ERIKA# FIGS.tn#TeCEB33saftE'EElh-pIE:EBG9Ffy
-T:#EEEKGGE.ee#EayIi4gQsa9- return address↳

use
I BT't 'Z¥d' , EKE'¥± # access z

d to reference element within frame of the function

For general 3uHose :

AC (Accumulator ) : Holds intermediate arithmetic and logic result
Mr

↳ It * if Isaak
'¥
. FEEEIEE.IE#XiALI

Base Register : Holds the smaller legal physical memory address

Limit Register : Soeecifies the size of the range that the program has allocated

( X (counting register) : store the loop count in iterative operations



{Vocessor Instructor Set

HOV Ax
, 0×11325 : Move the value Ox lb25 to the register Ax

MOV Al , 0×25 : Move the value Ox 1b25 to the lower part of register Ax

Inc A- x : Increments the value in the register Ax by 1

Dec A- x : Decrements the value in the register Ax by 1

Tush Ax i Rushes to content of A × into the stack , S3- 2 EEEg.fi#&Zt)
urge

703 A X
'

- toss the content zointed at Esp] in the stack into Ax

Jm } T i Jumps to the instruction labeled with T

(my Ax , I
'

.
Combine the values stored in the Ax register with l

Je T : Jumps to T if d
'

- James to T if
µ were equal

Tle T Ax LA

Loop T '

- Decrement Cx and June to T is Cx to

Xor Ax , Bx ! Xor of Ax and Bx and stores result in A ×

Halt : Terminates program

Instruction Execution Cycle :

I FETCH
"

Getting program 's next instruction from memory
' '

IT → MAR l- I Get instruction address from IT
,

place it in the MAR and send a read request to

{ get content RAM to retrieve the content of MAR

[HBR]
1.2 The content retrieved is placed in MBR

→ CIK
1.3 Store the instruction code in CIR

2 DECODE
' '

Instruction decoding and operands fetching "

[CIR] 2 - I The CU control unit ) decodes and transforms the instruction into a sequence of

µ decode elementary operations

If u} dated 2-2 If this instruction require more operands , CTU issue -TEETH't FETCH and get

them from MBR

2.3 The operand is stored in one of the general purpose register and the IT is

updated

3 EXECUTE
' '

Instruction Execution "

3. 1 The ALU ( Arithmetic logic unit, executes the instruction

3. 2 The state register is updated

* -¥ # i¥af¥÷EE¥±EF¥ . . :

* FEEL#Tied decoder # at . IT FEEL-1¥'If
# ¥ Reran.dk#5kx register #af , MARTH# East # IT GaFH⇒I

↳ ELMAR → MBR → CIR
TT - -

ILIE 't't 5k¥.#

*Tefft Arithmetic at ,
MARE,# ¥105577 ?

His'tf¥E Mov Ax
,
[ox AT 22 ]

Mov AB× ,
[ Ox A- 523]

Add Ax , Bx

* Add Ax , Bx : fEAx¥B×Eff¥tEtp,¥¥a¥¥t Ax



Instruction cycle with Interrupt and context switch

↳ # Etsy vs t¥¥Eu¥ # : #EHTFEFE.FI#EEIkkFEtttE4.HEtsTE. C70Fz¥GffAkJH¥fz
⇐EE.it#H7LEeEt4EdSTGiAfEatEEIiita. #

↳ Interrupt with context switch

↳ Assuming that Process 7, is executing and process 72 is the next process in the heady queue
If an interrupt occurs :

N
.
CTU pushes the current 3C onto the stack and updates the 2C

to contain the address of the 1st instruction in the corresponding internet
handler

2 . Interrupt handler start execution ;

2- I
.
It pushes all remaining registers onto the stack i ) then

perform its specific task

2.2 It copies all registers values from the stack Ch ) into RBI
Is -4¥ FEELS 30131

2- 3 It move 2431 to end of ready / blocked queue , and K$2

into the head

2- 4 It copies register values from PCB 2 into CTU - registers, except the EC

values . K values E.LI#EtEgGGfS3fEEHEaSTGGstaok2SztskX stack#

3 . The handler executes RTI (Return from Interrupt ) which causes the CTU

to 703 the K value from the New stack to CTU 's register

4- Then CTU resume (start execution of Process 72
IEEE.EE#3cBGoffItEiIinterurue.t handler #¥GG

RTILzfaff.IE#FET--TEEtttk9GGH- Stack # load # 2C

Interrupt without context switch

Assuming that 3rocess 3 , is executing and a keyboard interrupt occurs :

N
.
CTU pushes the current 3C onto the stack and updates the 3C

to contain the address of the 1st instruction in the corresponding internist
handler

2 . The interrupt handler starts execution by pushing all other registers onto stuck

3 . Performs its specific task that modifies the CTO registers content

4- Tops back the registers value from stack to CTU

J - The handler executes RTI (Return from Interrupt ) which causes the CTU

to 703 the 3C Value from the New stack to CTU 's register

b- Then CTU resume (start execution of Process 72
h d t 't g

⇒ context switch Stage context switch GF I'HIJ

↳ Ft context switch et , handler .tk#FEiZST3cB , #If TEST 2cB%f#zI£x register.

zzcontexesuitch.at , handler F.FEIST BCB, ¥ .GE#FiE,HyEEExfE-tEEH- Stack #Eg
register EFFI



Function Calles

* Stack : 3g Iff
* Heap : is different from stack FIOS security 4¥#IEEE heap f#&¥¥

T
stack II #ft vs Heap -H¥HFt

fi3¥Hbgz¥o ED 'S EKE ¥¥ i#¥¥¥?z¥¥Tk , #HE '

EF.

If , Eat function call that# ¥ 4k¥41 .EE#EEEeEfFFtEFyE4
Stack # that - TEIGE stack home 2584412 , EE'T Fett.tk#Ee( linked lise,

Chetnik,

*Returnaddress for a function : tells the function where to resume executing after the

function is completed .

I . reverse order

q¥i2¥E
:{
z . By ;pE.EE# return addressSz

* Function call :

µ Before executing a
function , a program pushes all of the parameters for

the function onto the stack in reverse order so that they are documented .

z .
Then the program issues

a call instruction

2. I Call instruction pushes the address of the next instruction , which is the return

address
, onto

the stack

2-2 Then it modifies the instruction pointer to point to the slave of the

instruction

3 Executing the function

4 Done executing

4- I stores its return value in EAX register

4.21 frees the stack sauce it allocated by adding the same amount to the 59

4. 3 Fgs off base pointer

H - 4 resets the stack to what it was when it was called Cit gets rid of the

current stack frame and puts the stack frame of the caller back into

effect,

4. t return control back to whenever it was called from : pops whatever

value is at the toe of the stack , and sees the instruction pointer

to that value CEE-I.IE/7ftl4 buffer overflow Effie,
* Le function THEE# It . the return address #F-¥ to} of the stack

-

'

- We need to move the stack pointer to the current stack frame base 30 inter and restore the

caller 's frame pointer first ( EGLI E'IFI 531¥ Be -f¥ I - ERU#EFFI,



Exercise 2 : Understand process creation using forKc , and difference with Thread

Difference with Thread :

I . Ftt'¥.

2. But#

3. It'¥¥¥1 CHIE't# Af,

I'¥¥eE¥¥¥sE÷iL#¥¥ , the At LIF#TEA'F¥¥¥¥'¥4 :

t.EE#EtiEEHiEio.EeE. - ¥4 it'¥¥Et¥¥
2. A¥¥Gf¥IfH- A- It EEIE

' if

ftki¥ airocess ?

↳ Process : An instance of a Corrente program that is being executed .

↳ It KogramF. - 1¥ , programe-T passive entity CITE- THEHEIGHT#ED

LE Roces E- T active entity ! 'EEE :

↳ he} :C#H¥t#¥*HaE4#j static

1- An address space { stackheal

2 . CTU State ( values of CN registers including K and sp,

3 . A set of OS resources : open files , network connections
.

. .

4. A lifetime CE# EE .IR#-tiAxFETEktE7IffEsBnGtaSy
→ created - executed - [intermitted - resumed] - terminated

* Truces, 4¥ TID Csirocess Identifier ) HI- ft'¥
* Ff'T 9rocess.IT#7CBC3vocess control block) EST , H. PID i / PCB ; Saf EIFFEL hoc

table#

EDIE : forked
↳
'
# EEN Et forks , ¥Eik¥fL# FE

,

'HEA#E :

IEEE -2¥#Isis : fork . . Ed3¥ Gf 3- L#FELL L#¥¥ FAKE fork 's IGF -Tf'z¥E¥#¥fhEg

*±EGf¥IfH- Ht#EEE i¥ : fork . .EE#affEtEEEtEEIiJILAttEGG '¥kfttIEIItEi¥.ci#i7EIEr0sEIESEifA3-tTEgSTGfhE'¥¥¥fEEL#¥EH¥#Taft t.EE#zEhjEEfEAItE

9



txi÷Thread ?

↳ Thread : An execution flow of a given program . A Thread is a lightweight process .

↳ Thread I Roces L#¥¥ T.BG . - T L##¥FFH¥ TEE#¥

zf¥¥¥¥sL#¥¥¥'EGG :(¥t¥TE*L#¥¥E¥EE¥E5.EE#EfEItaf-4. ) :

Code section , global data , heap , resources such as open files

¥ 'T EFFETE EAE.EE#FkEGiA' :
stack , registers

* Thread 3¥ TIDCThread IDdentition) -24¥ -THE

* Ff't Thread 4¥ TCB C Thread control blocks EST , H. TID ; / TCB i Saf EIFFEL Thread

table#
But# : clone c ,

↳ E'Eiht At donees ¥EiR¥EI¥¥ ,

zE4¥f' ¥15,4 : done , EdEEGFEEFEFHEEEI.ee#JauaGa9 Thread GG run III.TE'¥±

*±¥Gf¥IfH. if# sets 'i¥ : done ask.lt#G98&FEEEEHEEG9- Code section . global data , heap
,
resources such

as open files ,
t TIE 9k£ stack # ca register47=1

i. ¥eEE¥E¥ .

Thread vs Hocus

1. L# EEA fork EiK¥ , EI#EAT done Eitel

z . fL#¥¥Gf 42¥'z¥wC##¥ttkF ) Ft fork's BFF -
'

Ef E.EE#EGa9-LEEEIIEGtE 'II Ft clone it# At #Natty Ita, Etta run

3 . A¥¥Bf¥IIH- Ht#EEE ' if



Exercise 3 : Process Synchronization : writing sychronization code using semaphores and

writing Co Begin ( Co End
1, writing Synchronization code

2 . Co Begin / Co End

IEEE.ie :
* ¥42 (concurrency ) vs KJ Gara llelism )

f¥YaEI.EE#TEfnattEHtEtRatYaEt , #42 I Etat #EGF # IT # 42¥44, ¥.tt#4oiE*4F.-FEEi7-a-t5sit4IEtag. 'z* ,

FFIIE at 4¥13

-
¥455. - '¥¥kF , #big - '¥5442

* {rocess sys.nchronizutiontxf.EE/Tt&kE.GTiEE'FIT The conation of shared data by among several mousses

* Critical section : Part of a program code in which the program requests to use shared resources

on which the access is mutually exclusive .

↳ In'¥I¥t#E¥£TFf¥£ , -v2itEi¥Gf protocol sits,§e¥* LIT. T¥t4 :

Mutual Exclusion : Only one process can enteritscritc.ca/section- (manipulate
one shared variable ) at a time.IE?EiEtFFl-LFfFLIEt-TEI#EhIEt - Et 'ITE
Exhaled variable

. (Est)

{rogness : when one process leave its critical section ,
it must inform other waiting

process so they can start executing their critical section . Alsos ,
a process that

is not in their critical section can't block other process .

Bounded waiting : A process must not wait indefinitely for getting into their

critical section .

Protocol for critical section problem : Nlutex lock
. Semaphore , Hardware solution

→ a

4¥#tEEhaFFEffZ¥E , '¥¥¥I¥e'EEE -EIGG .AE#tafFz
markdown k£68

Atomic operation trinities :
" Fett:#ft ELsynchronizationsa.gs , ¥4 FEIT't.IE/IE%5EEE#EIAEFEFRftiIASTFJ-4¥, "E

¥4244 , iiT¥¥§IE¥iCNG7FqffE±H¥Ek , Ate FIFTIETH TEA #Tefft Etting

acquire c , ( or Pc ) or wait i s ) releases , ( or Vcs or signaled)
↳ acquire e , E ,z÷±¥¥-¥fE¥#¥i¥E

↳ release c , {

while CS Zo j ;
→ while loop ( ETE # t

-TKO )
5=5+1 j

Mmm taf , the:# busy waiting tITE¥¥
S -- s - l ; 4¥ }

}

S yeah
.GE#.Fzsemaehore%EET5z-ff3ztEF

. -4 L#¥¥¥¥EIx¥cs , 'X'BE 'EL#45¥ -TIE't±
,
#

'¥ Semaphore 2=0,

ht'Ee¥TL##Ei¥%¥#¥# while #
,
# s > oaf , EE.IE#Tsema3horefEEcs--S-b.IEE-tAkFE'Eases

2¥ ,
HE FEET semaphores

.
FAKE release . . → 5- Stl ¥#¥

'

ETS



Mutex和Binary Semaphore的区别：Binary semaphore的标准定义是范围从0-1的之间的信
号量，但是Mutex lock的定义是⼀个互斥锁，他解决的问题是让两个想占⽤同⼀个资源的进
程互斥，但是在语义上是有差别的，因为互斥锁管理的是资源的使⽤权：我有这个互斥锁，
所以我可以⽤，你没有，所以你要等我给你了你才能⽤；⽽信号量管理的是资源的数量，我
在进⼊critical section之前，ok现在信号量是10，还有⼗个可⽤资源，我拿了⼀个，信号量
对你来说变成了9，你接着拿，当他拿的时候，只剩下0个了，那他去queue等⼀等，并且先
宣布对下⼀个释放的资源的使⽤权：信号量变成了-1。所以互斥锁和信号量是有本质语义上
的区别的。

也就是说，当下的进程会把⾃⼰的flag设为true，这暗示着⾃⼰是ready去执⾏critical 
selection的，但是同时他把turn设置为j，也就是说如果此时j也ready了，那么j会先运
⾏，当j运⾏完了flag[j]会变成false，也就在此时，i会运⾏⾃⼰的critical selection，运
⾏完了之后flag[i]会变成false，接下来就轮到j，⼀直⼀直搞，但在这个⾥⾯是存在
busy waiting的

FREGE THE'IEE¥¥'T -72252, binary semaphore THE"izE¥ - TIENE

me mmmm

www.mmmmm µ mm

FEI##3*4145*7=1
✓

FAITH If synchronization code Tat style -

. I . Mutual Exclusion style → Since ZI C #SEH)

2- Tocess waiting style → sinit = o C# S II EHIEEIEA.ee?IITEEt'ETa9-tFIEgy
↳ HA- Ye , midterm 2 TAFE semaphore initialize# - IGAEEL

Example ( Mutual Exclusion style) : waiting style :

→
-Tdrs 's# Eb

, GT pump, - HEE vehicle F¥¥tPI# b
92 ftp.ffy-fIKJ

Vehicle i s Semaphore pump = 6; semaphore 5=0

Begin 9, : Z :

acquire Gump ) ; acquire CS) ; code 2;

fume- gas c , code 1 ; releaseCS) ;

release clump );

End

↳¥¥ ,
#3744 # busy waiting

'¥4 EFFETE
,
# acquire c ,

'

ET FEE # , f while CS toss -2k¥ block P d place

7 in waiting queue CfE¥¥tL#¥¥ block 't¥ , HAGEE'T ; Htt-5¥HEGG process#
'

- Lts'¥¥⇒ ,
f- EAT ) , I¥ .IE,

EI. 52=0 #EHR Queue , EAR Queue Taf EAEEHKEE.E.IE Semaphore fH± :FEI, I , EFFIE #SEE ' EEE

f±f¥kK⇐¥ THE'§¥¥ 3
' '

,

GHI EE.IE .
II release . , if'ExtxG¥i¥¥ -TEI#EFA En critical section LE FE

'

¥54
. queue#tag EH #EEE '2K¥''E¥¥¥¥Tf¥E¥

Reierson 's Algorithm
do {

flag-Li ] = true ;

turn =
'A - i ; →

¥ R - i #227¥
while c flag [ I - i ] old turn = -- l - i ) ;

Ncs
flag Ii] = false ;

- .
. } while (true) ;



Process Feculence Graph for synchronization

⑦y ⇒ A-→ B H'¥¥ Any.BE#B2EyE5E
ft v

⑨ ⑨ ⑤

↳ Eod →
¥¥¥e#east#EKas-AERZ.dz#ttE #

⇐ Begins 3 End ¥⇒fi¥# EIGG

GBeg.in/CoEnd code :

µ
Begin → It Begins } End # i¥GF¥e¥¥L# KEEF
A Fg

4k¥! Asf B.ci#zI+coBeginE3CoEnd&iEGGFEEf*t#"JBS
co Begin B. c , D CoEnd Faget
E
Mmr

End

2 . 7, 72 B Co Begin
⇒ a

↳yd Begin
↳HIFI - FEDE ,

¥ofE¥'t NBA precedence constraint
.

Co Begin 72 ; 73 Co End

I'tag Feculence constraint EI :B , 32 , B six 's Etat 4J . 34

741*5*113 # BEE#SIEH i 74 THIER -2¥'s , ISI . End

⑦at
-EIA's co End

3. 7, 72 Begin

f§ 2 CoBegin 7 , i 32 ; CoEnd
< I

73 24 Co Begin 23 ; 34 ; GEnd

Constraint : 7, ¥23217521 LAKE , 73¥' 341¥ End

af#HI , Bix. -5k¥ 3. # KEE
↳
¥¥¥Fha.si#EEk2FEE7iEd74tpftEE--f , # 'FET code

Fritz 'z# KJ , 34 # 5k¥ -72k¥#Ez Laf'EE¥GA¥¥×¥JIfJE# constraint, # aft?E¥%¥tpE¥'

Elk'S

Synchronization Code : Semaphore S, , Sa , Ss ;

3. : 22 :

& 72 Translate using Senatore : Code l ; code 2;

I f f- vest; Usa ) ;

73 24 Vcsz );

↳
⇐
L

es : 34 :

25 : Tcs, ); PCs );

PCS); Hss ) ; code 4's

304) ; code 3 ; V 4)

Code J ; UCSD's



Using (Begin-End) for sequential executions and (ParBegin-ParEnd) for parallel exe-cutions, give the pseudo-code for 
the following PPG (Process Precedence Graph), whereS0is the first instruction statement:

Hatten:

Al :

Begin
so ;

co Begin
Begin s , i 54 End

Begin
Sz

coBegin 56 ; S7 coEnd
58

Co Begin 59 , Slo CoEnd
End
Begin S3 j Ss End

co End
511

End



Assignment 2

co#
← It CG G

Ci Cz CJ de

I C8

↳ I

÷
-

-

Semaphore S = 0 ;

Pi : % "

acquire Cs);code 1 ;
releaseCS) ; code 2;

-

g
T -

Semaphore s , = 0 ; Ss
:O ;

7. : 32 :

coder ; acquire Csi ) ;

release ( Sa) codes j

acquire Css;
release Csu;

code 3;



Semaphore X =p J Y -- O ; → ¥¥#sE¥iI semaphore Gft⇒I

Qi : 22: ¥af¥5H¥# o

while Cttue ) { while Cttue ) E
X

acquire Cx ) ; acquire Cy b
Code l ; code 2;
release Cgl; release CX );

} 3

④
Semaphore * o ; y -- O 's

a : Z :

while Cttue ) { while Cttue) E
Code l ; acquire Cys;

release Cys; codes ;

acquire Cx); release Cx) ;

3 3

f. ¥27 - fEKaf7E¥E , modified 5k → 2
,
B

, 22,3 ,
,
22,22

Semaphore x : o ; f- Oj

q : 72 :

while Cttue, E while Ctrue ) E
Code l ; acquire Cys ;
release Cy ); code 2 ;

acquire Cx ); release Cx);
release Cgl ; }
acquire Cx ) ;

} I

semaphore .

× =3 ; y -- o

91 : 72

while Cerne ) { while Cerne) {
acquire Cy) ; acquire Cx ) ;

acquire Cy ) 's code 2;
code l ;
release Cx );

release Cyjj

release Cx) 3



-

-

Semaphore X=O ; y :O ; E- Oj

K : 22 : 93 24 25
Ci 3G ) Xx) 2cx) 3cg)

✓ CX) ; Ca ; CB C4 2cg)
✓ Cx) ; vcy , Vey, VCZ ) Cr

✓ CX) ; ✓CZ

26 :

PCE) → Solution # Ff -T # T semaphore #f bonus k£¥
ZCZ)

Cb



Assignment 3 :

-

-

-

-

x
.<

v→ ←

Co Begin
G-

Begin
co Begin Ci , Cz Co End ✓
Co Begin Cs , cu ,

G , c , coEnd
End

co -End

Co Begin
CJ

→
E¥# FEC

.

-7485k¥# s
Begin
↳ Begin
Begin Ci

, C←fy End
Begin C2 , CG End

CoEnd

CI Co Begin
End CT

Co End Begin
↳ Begin
Begin

C ,

Cokesin Cz ; Cy co End V

End
Begin C2 , CG End

CoEnd

( 7
End

Co End



Midterm I

-
Begin

'

3. Using X , Y , Z Cethree semaphores, to

coBegin
73 ⇒ Semaphore X IO j 4--0 ; Z -

- o;

Begin g ,
: 22 : 73

" ""

Y.si. a. * end :*
;
%. .

"

ra,

35
" El coEnd 24 : 2 's : 26 :

If'E5I " , 2J 2C x ) ; 2cg) ; NZ)

fefettff
End

cry { Cys; NZ)

33-726 ; Co End boys; CT; CG

96 VCZI;

35-726 's End
±¥¥#It±EKiFGG , # HIGBY'll : Tak initialize

g- IKE 's'¥z # -1
Midterm 2 : Use semaphore A- O ; 4=-1 ; Z -

- O j
-

Te s
,
Vc , ft -T 9wcess47.EE # --2

9 , i 22

Code l ; code 2 ;

✓ CX ) ; vcyj

33 : 24 :

{ Cx ) 2 CZ)

code 3 Code 4

vcz, vcy,

B- :

Ny)
coder ;



Exercise 5 : Deadlock Detection and Deadlock Avoidance (Exercises#Exercise 3 IGHTsIEK¥JJEtaf )
Deadlock

Deadlock Avoidance ( Banker 's Algorithm)

Deadlock Detection ( Deadlock detection algorithm)

starvation RHEE) : f¥saf¥e¥FfL#HE -7¥ 'EgF¥I FAKE critical section Eff#lat . SIT -7¥ ''¥k¥¥f4I¥. nifty ) , test.

z¥i¥ - ¥t¥if¥¥ #, #a'¥i¥¥±HiEia.si#.KEFtFFtEEEtEEi¥¥F¥HEz¥h, #¥. -FIFTIES → ¥¥zEn88E . # - T¥¥¥ -EI

griff't '¥¥iI K¥1 T.GG#t5sEEEEE3EE.Ita9-iEttEe.ET'E¥EE¥¥U

livelock CIG' i f¥L#¥¥E⇐# is EHIME ,
# theft III- T L#¥¥¥u# At 'IEIF¥

.

.E-iE.tn#3EETFEIzkfzf.tEGftEf-7u
.
IEEE

Deadlock : The implementation of clitical section protocol result in a situation where two or more processes are

waiting indefinitely for an event that
can be caused only by one of the awaiting process . Et 'T ET#TH- IGG [# FECIT

E¥¥¥II±fA Et#¥4 , ## If FEEL GG - HAE 't#
'II 'h¥Gft¥'2 . IIE. - t¥¥¥¥ CELESTA 't I

↳ FLEEK's FEET ¥44 :

I - Ift C'Mutual Exclusion ) : 2454¥#TENTHS II. if?E¥Etct¥GG
2. EE't # '#t't cmon preemption) : E¥¥¥E¥t' 't'¥Gf÷¥IF¥,f±¥t¥Ato2¥y , Aka It

.

Et¥¥¥'t# , E¥E¥E¥#Ik

3. I¥¥¥H¥t¥ (Hold and wait ) :

Karim '7#Eff¥ : Once a resource (critical section, is taken , a process doesn't release it till

it's done with ie C
'EEEHAF.it#aEtttt--Ffttk.E- Fit ? ? ? )

¥474.9.si#EEtF:-TEAtfEAttFztii-tEi5zFxeA-EIA-f.AE#iEEaGYEIFz.fE-ttgIEk
4. EFFI'¥gktg ( circular wait ) : f±Ie% E'Eat , sit # ¥. .#Ft - T

' '

ET #E - IEEE.EE#HEisE ' '

, TETH's { To . 7. . - - - K}
,

7o¥⇐¥k¥3.GG?E4EI.HIEE#kBE5EDE. - - - - 7nI±¥¥t¥%EHEE.

How to deal with deadlock ?

I. Deadlock Ignorance ( Used by most operating system
↳ t¥E¥I÷¥z3 . HI# EEE -#HIKES.gs#zE&EExtEt'uEh-ik . 'f¥¥-#¥HiIF¥faE¥ ,

I#n¥f¥f¥¥

2 . Deadlock Avoidance : Use dynamic rules for requesting resources . OS determines whether a
deadlock may arise

or not before granting a given resource to a given process. → Banker 's Algorithm

3 , Deadlock Keven-lion

4 . Deadlock detection and Recovery

No lock CEE ) : I'2¥xfiEqL#HEE ,
El-HT¥taFE¥#E¥3¥EI5i7#4¥ Ef -TIEE ,

Eff - THEFH.fi#EeHItr..htiIFf-SsTkEEE43sEE'-7 - THE.it?eFf-TEE#EFttkE.EkAItt , KHEEQFEITHFEE.tt#E.FhEgiEiEf'F±¥y¥
.

It #I .

*¥zIF¥ TF. - t¥Gf¥: EE - ¥4834, FxIt¥ 'II ¥.



Banker 's Algorithm doe Deadlock detection C'¥I¥a¥¥ Eka'T t.AE#HkiEEE4Ee&lEtsTtdfj
↳

Banker 's Algorithm ( Deadlock Avoidance) Its Deadlock detection If filth ,
42¥47 31¥ EFIJ : Banker Algo EIE.tt#J

EAST Request '¥tI¥¥E¥¥i
,

'Edith't EH'¥t¥#sF :

* LIBanker Algorithm 4, FEE Request 'ET¥¥.¥i¥¥Ft Allocation , Max
,
Available, Need , * need #It'EEi¥F¥¥Safe sequence . Banker Algo EFF ↳ HE III.EGG request , FH.IE#kE2F7GaGhEfE.EtEtEdSTEEF- HE grant 'ET request

* ¥ Deadlock Detections , II.If'u2It¥HE£¥E¥ request IFE , request IEEE Eff
,
Ef request I. ITE safe sequence . Deadlock

Detection 7¥# ¥787 " request " #Etta i¥sE
.

'EF¥¥'E¥¥TL##¥ #F'Ei Fi caked) ¥EHaE¥EE¥¥I¥*sE .

.

'

. #IIE Deadlock detection Af¥yEt4Gf¥IZ¥t Banker 's Algorithm EF Gtf

.

''¥¥Ei¥.fi#sH-FGfthgkIFe.
I. Available : A vector of size m Cresource type) to express the currently available number of instances

for a given resource Rj
.

2 . Max : - T n*mLaFEEF4, # HE :#FEI#¥7 ,
ESTEE#¥aGF¥z2F¥ Ri ¥357#Eft #IT

Ro R , R2

To 2 J I → go.IE#5TaEHiEt7TRz

9,
6 3 4

Be 3 3 6

3. Allocation : - T n# mLaFEEf¥,¥¥±.si#.:xtFE#¥7
,

EET.tt#fAfafYE2FERift3-fJy-
Ro R , R2

To 2 J I → To '¥FfEf¥f7TRz

9,
6 3 4

Be 3 3 6

4. Need = - T n# mfs'tEEFht.IE#.HE:xtJEHtEi?i
,
Hu¥¥¥faF¥z2F¥ Rift #IT

Ro R , R2

To 2 J I → 3. ftp.#tiFEiFE7TRz
9 ,

6 3 4

Be 3 3 6

* Need = Max - Available

5- Request : - T n# m Laffitte
,
HE :#I##¥7

,
¥¥g¥I¥GF¥z2F¥ Rift #IT

Ro R , R2£
go 2 J I → 3o¥F¥i¥ 74122

III deadlock detections , 6 3 4

÷¥I'GEETA , # Banker
p, 3 3 6

of'¥LF¥a¥¥t¥tk grant
F- grantha



Banker 's Algorithm :

1. 4k¥ Request :
Ike Et , LATHI (Request Eis ;] =

Ky
: Etty Ti #Itzhak'¥ K 'T TE 423. R, ) TF# inoue

>
✓

Banker 's algorithm
. ¥¥¥±¥i2¥

¥¥¥Ez¥a #E)Request Ei, ;] > Need [is ;]*⇒.*"÷i÷i÷÷÷÷÷i÷.io:0Available = Available - Request .
- → ⇒ Ef'IEz&iEEEiEElEZ¥ 's #EGG i

Allocation i = Allocation it Request i → i¥TI#FE taf allocation I t = I¥a£iGf
Need i = Need ; - Request .

. →

' '

II TEIFI" T- IEEE Eta FIFA

FEE 'E£
, grant F- grant .IE#iEHZE...0RequeseEisjIINeedEigj] ⑦ Request Eis 's ]E Available [ is ;]

↳ TITLE If #FEE
. grane LE .

IT
'II- IEEFFEHG.IE safe sequence

2. FREE. Need't.fi#TFzEEtI Safe sequence

TEST Away : work = Available
Finish such that Finish Ei ] = False

FL't't BHT For all i
,
finish -43 == true

>

¥
name. return true →¥O÷÷÷E÷÷÷÷÷÷¥¥÷;÷.÷÷¥±*÷÷⇒¥÷¥÷÷÷¥÷.÷¥¥÷¥⇐÷¥*.I ✓

⇒ titties ,
EEK
,
It'Et# true, EEE TEA #EGA-IEAEEE.fi#IEiZkEFH7ELFIwork t= Allocation

FinishEi3=ttue# Q, TEETH. F -T i

Exammade : midterm a Need
1 . Safe sequence

A B C D fo : work = [ I , J , 3
,
2]

20 O O O O 693 .

.
work

-

- [ I , lls b , 4)
7 , o 7 J O Gf , i work = [ 2 , lls 6 , 4]
Zz I o O 2 Gf z : work : I } , 14 , 11,8]
B o o 20 8 24 c. Work -

- [ 3
,
14 , 12 , 12J

24 O 6 4

22
- 3

, request ( o , 4, 2 ,
o) grant 23 ?

grant ! : Co, 4,2 , o) 2 Need Ea]

Co , 4 , 2 , o ) 2 Available



Deadlock Detection

Algorithm :

I . Let work and Finish be vectors of length m and n respectively
such that work = Available

↳ Is'¥ Allocation i to , A- fu, Finish Ei ]
- false

, else finish [it true

2 . Find a i in lenctinish ) : # L¥a5D¥.TL#tfE

if Request i z workin. # L#¥¥¥i¥aGF¥E# 24456¥ED

break;

Finish Ei ] -

-
true;

# LATEEF Fifth'7§z¥a¥ .AE#iII*EE

work = work t Allocation i # EA¥¥4¥I¥*'¥3 , FoL4txI¥IEI¥.

if false in Finish : # ¥L#¥¥Gf FITE.at#faeE2Ei3eFiZHsAekifti7EiE , EGG request
return deadlock # E. II# deadlock

else :

return deadlock free
Example ,

Midterm 2

→ ft
'

safe sequence

-

---



Exercise 4 : Memory Management : Paging , multi - level paging ,
and segmentation
with paging

I . Paging
2- Multi - level paging
3 . Segmentation with paging

* Word size Cw) vs Address size CM)

tenia't 't - ¥IEIEFH#3-3 IF f¥GF7I - # IEEE #to bit #k¥55,47
¥47-4¥ → w=8 →

- Et MILLIE't, Memory tasty- C #Efts, #¥.IE#J-tCIEaTHh7lbyte-7INt-to → z
"
= 1024

I

20*8 = 1024 Byte = ( KB

¥¥¥GG Memory Management IEEE. . -

-

* Cache

* Logical Address solace and Physical address space

↳ and why seoearate them ?
* Address Binding CEIL '¥fE)
* Dynamic Loading CEDE. -Datz)
# Dynamic Linking and shared Libraries

* Notation of memory space

CACHE : CACHE #FILI Main memory #a CN2i¥ , Clu FE access main

memory # Eat If ,
CTU FLEA CACHE #¥aET# ,

EFE 1¥# Clo 4- main

memory # Itt 4¥31 LEIFER't if , I IEEE → A memory buffer used to

accomada -ie speed differential

Logical faihysical Address seace
Logical Address solace : Logical Address Fe generated by CN ,

FH logical Address

{ sauce ¥, # - TEH#¥ ¥ GEE t.sk#EtIIIG9EEE ( The set of all logical
address generated by a program)

Physical Address Sauce : An address seen by the memory unit, that is the one

loaded into memory - address register of memory .
Ff I'¥ , Thy sical address

solace is the set of all physical address corresponding to those logical address
.↳

§Hkf¥ 'S ## ¥47. -14427 address HE? → User program only deal with logical address
,

it never knows the " actual " Physical address



⼀个user program在最最最初到被执⾏之
间，经历了多种阶段，address会被不同的表
示⽅法来表示，在source program中，
address⼀般是⽐较symbolic的(such as 
count). 然后到了compiler的阶段，compiler
会bind这些symbolic的地址to relocatable 
addresses (such as “14 bytes from the 
beginning of this module”). The linkage 
editor or loader will in turn bind the 
relocatable addresses to absolute 
addresses (such as 74014).
 

Classically, the binding of instructions and data to 
memory addresses can be done at any step along 
the way，位址定位可以在下⾯⼏个阶段中的任意⼀个
完成:
Compile time(编译时期): If you know at compile time 
where the process will reside in memory, then 
absolute code can be generated. For example, if you 
know that a user process will reside starting at 
location R, then the generated compiler code will 
start at that location and extend up from there. If, at 
some later time, the starting location changes, then it 
will be necessary to recompile this code.

Load time(载⼊时期): If it is not known at compile 
time where the process will reside in memory, then 
the compiler must generate relocatable code. In this 
case, final binding is delayed until load time. If the 
starting address changes, we need only reload the 
user code to incorporate this changed value.

Execution time(执⾏时期): If the process can be 
moved during its execution from one memory 
segment to another, then binding must be delayed 
until run time. Special hardware must be available for 
this scheme to work, as will be discussed in Section 
7.1.3. Most general-purpose operating systems use 
this method.
 

Address Binding .. is a mapping from one address space to another

-

--

-

T
* If address binding finish at

compile time or load time
,
then

logical address = physical address

* If address binding finish at

execution time
,
then logical address

1. = physical address



程序会被保存在磁盘上，in a relocatable load format.主程序会⾸先被加载进内存，并且执⾏，如果此时需要执⾏另⼀个程
序，the calling routine要⾸先检查这个被叫起来的程序有没有已经被加载了，如果没有被加载的话，relocatable linking 
loader会被执⾏并且会把那个程序给load进memory，然后更新program的address table。然后控制会给到新进来的程序

Is a software mechanism in which modules referred in a given program are loaded into the main memory only when 
being used. 

Dynamic Loading EDIE. tp.FI :

- -

-

Static linking ±a#e¥kiEf£ Vs Dynamic Linking Et¥¥&fE



Protection of memory sauce : ¥3 ATE¥311424.44547244271 User EE access # it, I#FI - T

uses GG memory 'RE Tika 's user access ¥1 , .it#zEEffEETTL$EEftEEAIiIGG4'H¥¥tE¥

} Et Base register#a Limit

register ¥*H -TL#¥¥4#SEEENGA
THE

why Tag ing ? → Memory Allocation 7
L

b contiguous Memory Allocation → -TEH #¥ EE LIZZIEIS HAI'¥IEII¥t¥a¥

. -
single partition Everytime?e¥ -THE'¥÷¥tp¥I multiple Rattitins

↳ It'E¥%TL#¥EI¥th¥I⇒⇒⇒.⇒÷⇒ : f ¥:÷¥÷÷:÷¥⇐÷:*. '¥¥*÷÷¥÷÷÷÷÷÷÷÷÷÷÷
. .

Internal Fragmentation : IR
'#FEAT fix sized scheme stint . ¥ - T Et #¥ Eiko , #E. Asia# ¥.

T¥ ⇒ af, Aft -4¥. ¥17. -4¥. T.EE# EEE -T fix sized block
, 4¥42 '¥E'T block GG ' Ef

'

EET L#¥¥ EST
,

Ef Fat , #H4EtiIE¥Ef¥3 It's z -2kg.¥:÷÷¥±¥:c: ¥¥÷:÷÷s÷÷⇒:÷:*? is:S:÷÷¥¥÷¥¥±¥
allocation , E'¥¥zf'HE 2'E¥ff



Non - Contiguous Memory Allocation

{%L'III. level raging
Segmentation with paging

{aging : A memory management scheme that allows programs to be stored in the main memory
in a non- contiguous way by dividing their logical address spaces into fixed and equal sized blocks

known as pages.

↳ Sati.ES#EEfEssE4FEItrIIFsH - TT page , page xf 344¥'¥ICII¥ 5-I#EERIE frame , '

E -44, user

program HE uses #i'Er ,'¥tA¥E¥Ee±I¥4HaF , It'5k¥F[4E¥faG4.SE#eIEII i# 4
.

Total number of pages = logical address space size M Page size

MMU C Memory Management Unie , T¥f¥fI¥.tt#TsIEIFEIXIExf'EGf49E'IIEI- HE?

↳ At Tage number Waage table # FEET at GG frameGF base address , Ff# T base address Tat page offset
⇐PFKIEEI't #EGG physical address

Tage number

Page table : → ~ /
Frame 's barse address

Rage table sizes = Total number of lage * PTE Gage table entry )

↳ * If the size of the logical address space is 2M and a page size is 2
"

,
then

the high order m - n bits of logical address designate the page number and the n

lower - order bits designate the page offset

Example : Address 16 bits
,
size of page is 81213

,
-

'T address 0×2213

↳

Logical address space = 2
" byte } Tage number -- 16-73 = 3bits

Tage size = 2B byte Lage offset = 13 bits

.

'

. 0×2213 = 0010 0010 0001 0011
in-

{age number page offset

MEEE . . . 'M. - F memory xfi??.¥e

Name bytes , bits )

byte 9 8
10

KB 2

20

NIB 2

30
CTB 2

40

TB 2

JO
2B 2

EB 260
70

ZB 2

80
YB 2



Multi - level 2aging
↳ HER Ex

,
IEEE.IE#AtEiE3EELkkdaS- it , Eko # GG At #E

,
Eesti G.9-

'¥4'¥ ' t.AT#Eq-h , #%,qq.ee#sfzHFEFzEeEtiIFtEESkEhatafia# 3

* Side Note : tI¥Ft¥ Aff# . - #Eat HBR Chge table base register ) #IEE ¥IaG base address
,
⇐Eff

fuk HEE
,
AGH. - #'3¥53 fig - T TLBC Transfer Look- aside butter) ¥H¥fF 1355573age table entry

-↳ 1key1value_

Multi- level Raging
b '

As # I±E¥a¥IEb Gaf if# IEEE , 4¥47 #ERETZ, ¥IEti3%
' '¥ - ¥

. .
of the avocess memory at . I TF.

IE - Ff EEE 152¥.IT#loadEIE.ChtsIE22ft5SERsJFzt-N#Kat# tho't'll '# 'I#NEED 2¥ -T as large as

Possible Gf¥¥e )
.
The page table is also paged for a certain number of levels

.

Examde : 64 bits address
, page size is 64k$ = 216 byte ,

2 TE = 22 bytes

No 574K¥ :

Rage table size for 4GB ( as large as possible)
= 264 1216 # 22 = 250 = APB

III E :
'

-

'

4GB = 232 byte

* 5¥ 2342lb = 2
"
M 3 level page table
-

*
' IF 216/216 = 14 z level cage table{

* Eg p 'T I level rage table↳
2166 # 216 * 22 t 1*216 * 22 t I# 216 * 22

I 3 ] [ 2 I T A ]
= 234 t 218 f z

' 8

= 8 GB t 256 KB t
256KB



TEH Multi - level Zag ing scheme

→ ETTA'T level ¥73354 entries
↳ ¥I¥u , FHA't#HT #34¥42.EE. At , m - n #ET

i
. Let's say we have 32 bit address

,
z
't

Rage size
,
Ifk, 85 IE II'i¥£k,

20 A 12

{age number page o-f-fes.ee

height Gf #FEE F-Its Tage offset , ED lage number

Example : 2 level Laying :

10 I 10 1 12

level I level page offset

i. level # -T Kye table ¥210 T entries , tevez E'¥

3 level raging :

7 I 7 I 6 1 12

level I level 2 level 3 Rage offset
His FEI Gfi't , HIC level 1¥44 . .tt#FFtIFE.EaTYzE5GEZfEf.E4I7G't bits .

Segmentation with Paging
me

segmentation : a memory management scheme in which the user program 's logical space is divided

into variable sized partitions Ct'¥ 4¥31
,
called segments and stored into the memory with no

He defined order . At&t't , #¥ Segment table R segment table base register CSTBR,

Segmentation with gorging : A memory management scheme in which the user program 's logical

space is divided into variable sized partitions ( segments , , and each segment is again

divided into pages .

segment table #hit Segment If Gf

rage table Gf base address

-



Exercise 7 : Tage Replacement Algorithm :
show understanding of page faults and replacement

Page faults
segment faults

Reference string
Replacement Algorithm

{age faults : Is an exception that occurs when CTU flies to access a Rage that

is not in the main memory . CPU 'E¥fitafiAfF*Lf¥F¥44E¥ #It # → Rage fault CE¥¥)
( ! ! ! #SIE - flag illegal access fits, cEi¥3age fault →FIFEterminate,( ↳ H±÷? '

¥77! d '

;
gram is internee and rage fault handler is invoked

2 . The handler initiate a disk transfer to load the page into memory

✓ 2 - I The memory management module allocates a
available frame to host the new page

#4th Eo 2.2 If no frame is available
, the memory management module swaps out a

" victim "

{age reducement → page from the memory following adage replacement algorithm

3- Once done
, the CTO is informed Ce- g . DMA completion interrupts

4 . Internet handler updates the page table and TLB

5. The CTU restarts the instruction of the interrupted program

Segment fault : #r3age fault k¥434 . F-It'£T¥e an exaction that occurs when the CTU tries to access a

segment that is not Resent in the main memory .

↳NEED- EE - to# TIE handler :

I . The current program is interrupted and segment fault handler is invoked
2- The handler initiate a disk transfer to load the Rage table of that segment CAH segment #
-

¥49,712age table - #i¥¥e Segmentation with aging Efik,

2. I if there is available frame
, a frame is allocated to hose the new page table

3 . Once done
,
the CTO is informed and the segment table is updated

4- Try access the segment . then if the requested page is not in memory
→ aage fault

s. TLB is updated

Tage fault , segment fault TIE.FI#tIEhiTTbkttiu ? → Virtual memory

to

Virtual memory : Allows pogroms to be Zakially loaded into memory and hence

\ I - Program can have larger sizes and still can be executed
✓ ↳ #Hatta'IE¥¥,¥otxf zage.FI# main memory #FEET ? → page fault handlerFEE

advantage →{ EZEKIEL →

Only
,

load pages only as they are needed → demand aging
2- Increase the degree of multiprogramming

3. Increase the throughs

here demand paging : never bring a page into memory until its required

↳ Effy's - 21#FIE . FETAFEFT rage ¥fE.EE#eage-faelt

Valid (Invalid bit :# '¥- T page Ifzf Validity bit ¥e valid, IKEA'E4eageef± #ft# EF#¥¥e
-tlegacl access ; the'¥ -T Kye #EEG validity bit Ze invalid 5 , #Hu Eff page fault



Effective Access time CHF¥K¥ef¥¥ performance of demand a aging scheme)
↳ 3 H'ELSIE sage fault Gf¥E4¥

Effective Access time = ( I - 3) * t memory - access t 3 # t sage-fault

what is toage - fault , Tage fault takes how long ?

↳ slide Ext page fault handler GG¥4¥¥EzE 35¥ , tE¥Eo&¥¥¥I¥a-57¥ :

I - Service the sage fault interrupt

2. Read in the 2age

3 . Restart
the process

Tage Replacement Algorithm :
mmmm

↳ HIA'tEEE 'VE 3 . Cage replacement ¥ .FI?EEc7UiXiFEi;Ez-fEHtft#saS- eaget.ge#&tI:2Ft available
frame

, ElifE¥ HEWITT't frame # Ex-T Tage#¥. . first ET lage-fE¥E, ctezlacement)

Rage Reducement Algorithm : E-I.AE -T E¥EHEf¥ih'Eta-9 ,

⇒ A random number generator

Reference string : I HI #AFTER Tage tht HII, i IttL 4
, Trace the accessed memory address (only the Rage numbed

Flat ,¥TiTf③¥¥ reference string ¥ generate -T reference sequence :

I , 4
,

I , I
, 6

, I , 6 , I , 6
,
6
,
I

t¥S Tage # lit- tf't #14k¥ FI's TE LAX , 'Eft¥q¥yI¥±.GG?z#..iaE-fEAkFt immediate access to the same cage

EPI , I → I 1¥41 , I Her EE. ' Ai -T page fault

I , 4 , I , 6 , I
, 6 , I

,
6
,

I

¥¥I. . fEEE¥ Cage fault rate at . 'Thi EIGG 7¥#' '

fo't# "LETHA

FIFO (First in first out ) page replacement : oldest sage is chosen to be replaced

07T Cotimal (clairvoyant ) page replacement : Redaces the pages that will not be used for the

longest period of time tkEHEIF.IT ¥4 EI additional information)

LRU (Least recently used ) page replacement : Replaces the pages that had not been referenced for the longest
period of time .

H U ( Most frequently used ) page replacement : Replaces the pages that had been referenced for the most
frequent.



Example :

Assignment 5 :

⇐Effi¥1 Eff 'T 3age Taf memory reference

-

T 28 byte → f¥f¥¥jF¥tEeEIBf ,
8 bit ¥ address # H'Ees Tage offset,

II.¥ 12 bit Taft④

II , ASHLEY 4 bit
IE'¥e 3age number.

←

2 f immediate access Etz he

E'T total on 12 reference, f¥8fIEI2¥Hf¥⇒2¥y

y, Laf
reference sequence

-



A little bit more about 3aging and Tage fault
↳ Thrashing

working See



Exercise 6 : Hard Disk Drive : Unhand the concepts that presented in lecture 32

Hard Disk Drive terminology
Hard Disk Drive scheduling

'E'TENE#SEAT cylinder'zi¥

A
←
→

→ 'ETI.tt#tt3zEtg
J sectors'Ll

* platter ; Hi¥GfEti÷ - THE '¥E'¥K . Matter #GIA.IE#af5Ez magnetic materialSpa

* Read - white head : A read - white head flies above each surface of every sides of every Hatters . So two heads

Iet one Hatter .

* Disk Atm : The heads are attached to a disk arm that moves Ye heads as a unit . C¥tf¥'its)

* Track
,
sector , cylinder : The surface of a Hatter is logically divided into circular tracks CATH. - HEI

GEEK -T track )
, which are subdivided into sectors (aft disk #ikiEEat.GG#IaftFIEiIFxkFHfttI2 byte)

.

The

set of tracks that are at one arm 2044in makes up a cylinder .

Rates :

Transfer rate : The rate at which data flow between the drive and the comate .

{ositioning time :( random- access time ) : seek time t rotational latency
↳ Seek time : Time necessary to move the disk arm to the desired cylinder
rotational latency : Time necessary to rotate the desired sector to the disk head

Head crash : ¥ Read - write head INHIBITED Hatter Isaf #ft . ( make contact ) → damaged



Smallest unit of transfer .
number of blocs decided by LBA ( logical Block Address ) size of the disk controllerBlock ( Bloc) : {
one bloc can be one sector or multiple sectors → - T sector '¥⇒¥ It 512 byte

Example : HDD interface generates LBA on 22 bits
.

One bloc contains one sector ( 512 by-leg
what is the Max size of the HDD superted ?

I 22 bits → 2224 blocks * 512 byte CHL sector ler block,

= 2
"
A 29 = 23'

byte = 2GB

HE# LBATE.IE?eiEHaI.EStLI-TblockhtFahItaG sector FEEL Ia max size of HDD FEI-4¥# Itta't 2¥
-

Internal fragmentation : 1¥#¥t- Gf#EE.si#tI?E -T block, FELL - T block k¥1 at E. E'± internal fragmentation C''€x¥¥tF¥

Taging Aau ) . # HE ASTIZ te - T block ht. t.GE#AtFaEJI.EFz?EiEEE-LG9- I'E¥ECF¥¥s¥¥. 4¥. 84¥
,
- T blockcX¥¥I$ allocated

Hard Disk scheduling Algorithm
↳ HI multiprogramming environment

,
H'Taff HDDG.FI#7Ei2*5ItEgueueE, EFFI'T .MX#FEEotthi7tH- block number GG

III?- THE - T queue 4 : HT : { 98 , 183
, 37 , 122 , 14

, 124 , 65 . 673 , HDD scheduling Algo If II I-III th - ¥417245 (
seek time , rotational latency , number of head movements ¥afEI¥E#⇒¥ff¥EFg¥E¥ queue

1 . ECTS C First come First serve using EIEO )

{ 98 , 183
, 37 , 122 , 14

, 124 , 65 , by} : ⑨8 - 53 ) t ( 183-98) t ( 183 - 37) t ( 122-3734 ( 122 - 14) t CD4
- 14J + ( 124 -GD

+ (67-65) = 640 head movements Ceylindevsj

2. SSTE : shortest- seek- time - first Algo : HIEN#44 , F
-I't¥i4i7ta5i¥E¥EI¥ GG

{ 98 , 183
, 37 , 122 , 14

, 124 , 65 . 673 : Total head movement : 236 ( cyclindevs)



SCAN & C- SCAN ? { 98 , 183
, 37 , 122 , 14

, 124 , 65 . 673

SCAN C- SCAN
236 cylinder

Scan Algorithm C Elevator Algorithms #a C- SCAN Algorithm ¥aH¥*'¥¥¥¥s - FEI, €hiTGf¥¥afE¥k#.¥¥4

¥¥¥5¥Eb , FLATTIE :

SCAHHEEE.FI#4at3ge4ztzHCIHtzEts , 362¥. ⇐STIFFLER 'T#Bf request , If 02£ , G. I'hGC¥§
ED , Ed max LE ,

x.BE#tf4-SSEiD C ← ,
→

,
←

,
→ . . . y

C-SCAN HEEE.FI#4aBgeItzHCEHt5ats,K-2¥14 ⇐STIFFLER 'T#Bf request , ¥ymax2£,¥ZIf⇒¥E¥HT
Ft ET O

, ¥E¥ STAI 'S HISSED C-7 ,
→

,
→

,
→ .

. .)

Look C C- Look Algorithm) : { 98 , 183
, 37 , 122 , 14

, 124 , 65 . 673

Atms goes only as far as the final

request in each direction
, then it

reverse direction immediately ,
FI#II C- Look

ET Atm #Ed 1983242, 42¥21'T.BIZ#22FfFE

33Gt request 3 , AEE He Isd Gf request

FILTH 041 ,
KIF ?E H 183 fast ¥14



Exercise 8 : Synchronization with Monitors : show your understanding of using monitors for Hocus Synchronization

Monitors

Monitor # BF#FI TANK,

Monitor # Gag method #a Semaphore Taf method#ftkeE3j

Monitor C
'z¥¥) : High - level programming language constructs that provides mutual exclusion [ and

synchronization] .
"¥z¥E¥e - ¥4 't#3gidgk-ffz.IE#tI (Abstract Data Type)

,

¥¥¥FEf¥e# 3- ¥4 '¥h¥f¥ .
#Eh#tag

synchronization GA'THE, .

"
- T¥¥s¥¥YE IS - T.GS#EEEf4tfsTzEHE4ILtt4EEGFt- HE C¥I%EkF¥.EE # ta # IF - EFFETE ,

E¥¥¥tE¥EFt¥z#¥¥¥Hk¥¥#¥¥daf¥¥F¥. "

Monitor # ¥fHk¥f¥ :

y
# A set of local variables ( HEHE#aG¥E¥¥, } # EEE '¥¥¥¥¥EF¥Ef¥sE¥¥a, Tae 'x*¥tEE¥÷¥¥

÷::÷::: ::*:::÷÷÷÷⇒÷÷:÷÷÷÷÷:÷:÷÷:÷i÷÷÷:*..⇐÷:*:
'"""""""""""""""'""'

* age, y
gwg.ammey.gegnegoge.am#y

#Hki¥÷EE condition variable¥24 ? → ¥¥¥¥f¥iI3A - Art 's.IE#-TEIttIFIFzEtEA-I.4Ets.XE-I'is.EE#EtfiEXGS-operation FIEF - Aftab ? #EIR-T #¥¥# HI
,

t.IE#tFiItfba
→ Monitor without condition variables → EEE, t¥II¥¥¥H- IIIthat HE FAKE

,
#Ie EE condition

" Zune monitor
" A variable , ZIEEEEEX.FI#EtEEi-IiIAKJ ( due to some

designed condition )BfL#¥¥f¥¥¥ #E -

- T '¥¥¥¥Gf¥±¥E¥¥4 :
Entry queue : 13h51 , L#4¥ .EE#FtEzfLHXFEII .
* 3¥'¥E¥EaEi , ER'x¥¥F¥¥¥:-D , EFFIE Taf'L#¥¥

⇒ ⇒HE.⇐E'¥'¥t¥H GSE

Condition variable :

* Each condition variable has a queue

associated with it CF¥k¥I④ )

* There are only two operation that can be

used on condition variable :( Scheme R)
I . Waite s : Waite , suspend the thread

which called and gives back the lock , waits FEE

Kay FAKE wait ' ' If 'L#¥¥ A¥H¥E , #FEE Data
.

Fatty indentation : 7

1. No.tify and continue : Notifying thread keeps the monitor
)

2 . Notify c ) RR Notify All C ) : ohh#TE -TIE

lock and continue its execution .

HEE'I¥k¥IE4GGL#¥¥ , #IE -TIE THESE '¥Gf¥¥¥

2 . Notify and wait : Notifying thread is blocked and '¥EH¥ :④ ska't L#EE'The IN

the notified one gets the lock



想象⼀下，当⼀个拿着锁的线程执⾏x.notify, 这时，有⼀个处于等待池中的线程(A)被移到了锁池中, 
那么当⽬前的线程执⾏了wait之后，他把锁释放出来，并且把⾃⼰放⼊等待池中，这个时候，位于锁
池的线程A就抢到了这个锁，并且开始运⾏⾃⼰的东⻄，但是如果他在执⾏wait的时候，并没有执⾏
notify/notifyall，此时，虽然锁被释放出来了，但全部的线程都处于等待池中，他们想要锁，但是他们
不处于锁池中，所以他们没有资格抢锁，于是就死锁了。但是只要执⾏⼀次notifyall，全部的线程都
会进⼊锁池中抢这个锁。再加上在使⽤notify的时候，如果有多个线程在等，把哪个线程移⼊锁池也
是完全不由程序员控制的。

Notify c , && NotifyAll :C ) :

I

A-Hk, -¥2H¥¥!¥ # NotifyAlles Ex .tk Notify is ?

* E¥:e/¥Ik¥IEE¥i¥¥'T Janata't FEE#EGG , → ¥tAkJ3 waite , -2%7 . ¥¥¥EE¥tI¥¥¥E'¥t¥G7 !

Example : Assignment 6

¥E2FHaGIxt¥EEE¥¥EEEi2¥E
FEEL kief

N = Nts;
while Ck >N) Q .

wait is;
-

Q . Notify Alles ; H -- N - k;



Exercise 9 : Operating System Security : Understand the presented attacks during the Lectures

* General terminology regarding Operating System security
* Buffer overflow
↳ and Function call

* Integer overflow

General terminology regarding operating system security callosity from lecture slide)

* Basic idea of OS security : Computer resources must be guarded against Unauthorized ,
maliciousdestructionoralterat.io# and

accidentalintroductiono-finconsistenysaf.eu
Security :

- Safe : A system is said to be safe if the system operates as it was inter -

- ded to operate under the circumstances for which it was designed .
Thos VINES -435dg

T. . 0s¥Ef¥.ae?ikit#GfEE..EIEiFHtJ.AHLiETbg.EE#eSateGf
- Security : A system is said to be secure if the system operates as it was

intended to operate under allcircumstuuces.cat#kFIktIiidFah-tFztEu , 0S¥af7EIs¥7u-
→ secure)

→ ¥T¥¥GG OS security tag terminology , ¥af¥ifE# slide# ¥zf¥Fti4F

Buffer overflow Z¥e¥E÷±E
,

- The most common way for an attacker to gain unauthorized access to the target

system
- ¥54, buffer overflow -444 - ¥4#sEft¥¥ : ohogrameu neglected to code bounds checking on

input field . 'E¥4t¥j2I , attacker sends more data than the program was expecting .
Then :

I - These " more data " overflow an input field ,
command- line argument , ox

insure buffer until it writes into the stack
. iI&EyXEE Eats.ES#ttsTfKIg5gGf ,

E¥¥I¥ # " IEEE . "
-

2- Overwrite the reeumaddresson-chesta.cl# with the address of the exploit
code loaded in step 3 I?EEiHf8£FEE. -II E.Ey stack #, ¥43 Stacks IG return
address , stack 4Gt return address #Kfa Ie 'i¥¥aCIe #TIG't.FI#EFgF-EEt-tAkJBAICIE)
3- Write a simple set of code for the next space in the stack that includes

the commands that the attacker wishes to execute -5¥.SI#.E4o'FtiEfAk5AEE3IFiEtfD-
FAKE FAKE

HIGH#YET .e buffer overflow #GG - ¥4 #BET . ¥74 shell code

shellcode : is a string that expresses a binary program that starts a shell interpreter.



Example :
¥, If frame AE , KEEF'¥I¥EoAf - ZEKI, we return to the

modified shell code
,
which runs with the access

rights of the attacked Ho cess !

→
FEIS-4 array

murmur

→ fee asgv-ufEE.IE#Xbu-tteiE4 away#

mum

⇒ 42'¥¥E¥I5¥¥¥gfEff¥I2¥f¥'2i¥TaE#a arguers Taft PEGG

f't , Eti # FEE Etat buffer overflow

µ

* ¥5kI¥#EE7u3 attacker program.IE#2etFEEES-Lack-frametxGT
1. TE#EFE shell code.EE#SlAEBtaS-hEEI,AEbYETttEIg'FEEL f-jzybu-ffer-LOTBGE.EE

.
buffer -03Gt #

attacker the. EEE. sat

2. FEED 'ETfEF⇐2fz , program FEET IKE -252

texas. EEE return address #GHEEEII .
3. 7rogram¥ttp I - HI Nof ( No operation , -£¥.

Itta'£T¥ef GG stack frame , Hika butter I ,

EEE , EE 'T shell code program Eti'VE -4423

'EEE
,
# lecture slide A± fat shell code .IE#nf3tGG :

payload
-
NOT : shell code : RET@ : to

4

NONE shellcodesz-txh.IT?z4iFEE#tttEF

Mechanism to detect buffer overflow :

* Stack smashing prevention : Use Canaries HEHE ) to detect 3C overwriting attemets

↳ ¥ Stack # 5kt -THIS-4. , '5z¥t¥¥ 'ETH THE#¥e⇐¥IE¥
, # Gaita, FIFE about

* Disallow execution of code in a stack section of memory ( shell code,

* Detect a sequence of NO ?

* Detect a sequence such as 16in (bash or lbisnlsh
-

tF¥¥Ix¥E¥u -42M¥



Heap Overflow : Overwriting a command on the heap to execute an orbital

malicious command .

Iv

Heap : is a memory segment allocated by the Os to each program in order to

perform dynamic allocation during runtime .

I f¥GfEE¥E¥ :{FC2.EE EAE.IE#iEFsI# 2¥ System Call c ) ( malloc . s )

¥£ it , FIEEE FIE t.EE#tafIIiEfFTAFtStack4, # hear # , BggK¥yGF buffer overflow,
FETT It local variableBf #%EtEffL¥ away , AGH-

' '

buffer
'

Aft stack GGG ( local variable

urn

"'
\

,
# madoc #EHI.IE -54¥'¥i¥ - THE# hear Taftftp.heapsaf-tt

Example: Heap Overflow
stack 'E.FI#ETheaaGS-IEt4.EFFsttETzEr
µ Tight legal command ft c #

q7¥t¥
heart

¥ , ¥t# EEE's?s

=
⇒

oven.ef¥¥{¥÷÷÷¥:*:*:*:*:*.I

> 704175¥ It#¥z
,
FE #*legal

µ
Hfc EE¥E±¥¥3 → heap overflow

heap

Integer Overflow : Occurs when the variable type int is used instead of unsigned - int . It allows an

attacker to use values that are not allowed but still getting access to some resources

→ # Hiu? AI# storage of type , inez, whap around → 124 (FEI )

→ 427¥ ai¥ - 4K¥31 Has. -8k = wrap around #THE'¥¥¥L#x3 if ¥14



CISC 124 : Storage of Integers


